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I. BACKGROUND 

The Fair and accurate Credit Transaction Act of 2003 contains several provisions designed to help 
reduce the incidence of identify theft, and help victims recover their credit reputations after they have 
been victims of identity theft.  
 
This Standard addresses the provision of FACTA requiring that reasonable measures be taken when 
disposing of any record, in any format, containing confidential information to protect against the 
unauthorized access to it.   
 
 

II. STANDARD 
To protect the confidentiality of information and the related privacy rights of CSULB students, faculty 
and staff concerning this information, all software and/or files from computers, and storage devices 
must be sanitized prior to disposal. 
 
The sanitization process shall remove all information from media such that data recovery is not 
possible.  Several methods can be used to sanitize media; however, the two major types of 
sanitization are clearing and destroying. 
 
To protect the confidentiality of information and the related privacy rights of CSULB students, faculty 
and staff concerning this information all software and/or files from computers, and storage media 
devices must be sanitized prior to disposal. 
 
The sanitization process shall remove all information from media such that data recovery is not 
possible.  Several methods can be used to sanitize media; however, the two major types of 
sanitization are clearing and destroying: 
 

• Clearing - Clearing information is a level of media sanitization that protects the confidentiality 
of information against a robust keyboard attack.  Simple deletion of items does not suffice for 
clearing.  Clearing must not allow information to be retrieved by data, disk, or file recovery 
utilities and it must be resistant to keystroke recovery attempts executed from standard input 
devices and from data scavenging tools.  Overwriting is an acceptable method for clearing 
media.  The security goal of overwriting replaces written data with random data.   
 
There are several overwriting software products to overwrite storage space on the media.  
Network Services provide software tools and procedures to securely clean the data from ATA 
based hard drives and other storage media.  Software and instructions are available for all 
campus users.  Please contact Steve La, Director of Network Services at 985-4750 or 
sla@csulb.edu for more information. 
 
Overwriting cannot be used for media that are damaged or not rewriteable.  In such cases, 
media should be destroyed. 
 



 

 

• Destroying - Destruction of media is the ultimate form of sanitization.  After media are 
destroyed, they cannot be reused as originally intended.  Physical destruction can be 
accomplished using a variety of methods, with cross-cut shredding being the most common 
practice.  Departments may shred media on site or contact Safe Shred for services.  The 
campus office of Procurement and Support Services has executed a multi-year agreement 
for the off-site destruction of media.  The Safe Shred agreement number is 
CSULB2004MYR0000000000149.  Departments should reference the appropriate 
Agreement Number on purchase orders.  There is no need for departments to sign any 
additional Service Order Agreement, as terms and conditions are fully set forth in the multi-
year Agreements.  Safe Shred may send notices to departments setting forth terms and 
conditions.  Departments must adhere to price rates provided by Safe Shred; however, 
departments should disregard any Business Record Retention and Service Order 
Agreements they may receive for either service.   

 
Specific recommendations for sanitizing different media types are included in Attachment A. 
 
 
FURTHER INFORMATION 
Information Security Management and Compliance  
iso@csulb.edu. 
(562) 985-2283  

 
 



Attachment A 
Media Sanitization Methods 

 

 

 
Media Type  Method  

Hard Copy Storages   

Paper  Destroy. 

 
Microforms  Destroy. 

 
Hand-Held Devices   

Cell Phones  Manually delete all information, then perform a full manufacturer’s reset to 
reset the cell phone back to its factory default settings.  

 
Personal Digital Assistant (PDA) 
(Palm, PocketPC, other)  

Manually delete all information, then perform a manufacturer’s hard reset to 
reset the PDA to factory state.  
 

Equipment   

Copy Machines  Perform a full manufacturer’s reset to reset the copy machine back to its 
factory default settings  
 

Fax Machines  Perform a full manufacturer’s reset to reset the fax machine back to its 
factory default settings  
 

Magnetic Disks   

Floppies  Overwrite media by using university-approved and validated overwriting 
technologies/methods/tools.  
 

IDE Hard Drives  Overwrite media by using university-approved and validated overwriting 
technologies/methods/tools.  
 

Serial ATA Drives  Overwrite media by using university-approved and validated overwriting 
technologies/methods/tools.  
 

Zip Disks  Overwrite media by using university-approved and validated overwriting 
technologies/methods/tools.  
 

SCSI Drives  Overwrite media by using university-approved and validated overwriting 
technologies/methods/tools.  
 

Reel and Cassette Format Magnetic 
Tapes  

Clear magnetic tapes by either re-recording (overwriting) or degaussing. 
Clearing a magnetic tape by re-recording (overwriting) may be impractical 
for most applications since the process occupies the tape transport for 
excessive time periods.  
 
Clearing by Overwriting: Overwriting should be performed on a system 
similar to the one that originally recorded the data. For example, overwrite 
previously recorded classified or sensitive VHS format video signals on a 
comparable VHS format recorder. All portions of the magnetic tape should 
be overwritten one time with known nonsensitive signals.  
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Media Type  Method  
Optical Disks   

CDs  Destroy. 

 
DVDs  Destroy. 

 
Memory   

Compact Flash Drives or 
USB/Memory Sticks 

Overwrite media by using university approved and validated overwriting 
technologies/methods/tools.  
 

Other Memory Devices Contact your area computer technician or the campus Assistant Information 
Security Officer at 985-4862 for the best method of sanitization. 
 

Magnetic Cards   

Flash Cards  Perform a full chip purge as per manufacturer’s data sheets. 
 

Magnetic Cards  Overwrite media by using university-approved and validated overwriting 
technologies/methods/tools.  
 

Personal Computer Memory Card 
International Association (PCMCIA) 
Cards  

Overwrite media by using university-approved and validated overwriting 
technologies/methods/tools. 
 

Smart Cards  Overwrite media by using university-approved and validated overwriting 
technologies/methods/tools. 
 

RFID Overwrite media by using university-approved and validated overwriting 
technologies/methods/tools. 
 

Items Not Listed Above   

Unlisted Technologies For electronic technologies not listed in the above table, please contact the 
campus Assistant Information Security Officer at 985-4862. 
 

 
For further information or assistance, contact your designated computer technician or the campus Assistant 
Information Security Officer at 985-4862. 
 


